
THE FUTURE OF 
THE DESKTOP 
ENVIRONMENT

Virtual Workspace

Virtual Workspace solutions strengthens 
productivity and agility while locking down 
security
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Executive Brief

A crash course in the Value of the Virtual Workspace
 

Untying the desktop from the office

 

Bridging the divide between mobility and security 

More than just remote capabilities 

A Virtual Workspace deployment strategy to address every need

Engaging the expertise to build a high-performing Virtual Workspace solution 
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ef The ability to work remotely has never been more universally 

essential than during COVID-19. Amid the unplanned, mandated 

shift to a work-from-home environment, many businesses 

were challenged to implement a virtual solution to maintain 

workforce productivity and keep their businesses operating and 

generating revenue. 

As the pandemic continues, a virtual desktop infrastructure 

should find a place in every business’ IT strategy. In an increasingly 

mobile world, the ability to work anywhere, anytime continues 

to offer tremendous value. Equally critical is the flexibility to 

safely and securely work across a variety of endpoint devices to 

promote workforce efficiency and productivity. Virtual Workspace 

delivers these benefits as well as providing a consistent, effective 

workspace solution for office-based workforces.
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Working from home has taken on a new, more business-critical role in the midst 
of the COVID-19 pandemic. When circumstances indefinitely shut down non-
essential offices in early 2020, millions of workers were unexpectedly sent home to 
work. While no business was prepared for this impromptu shutdown, businesses 
with remote desktop infrastructures in place were able to transition to this “new-
normal” work environment more seamlessly than those without a virtualized 
solution. However, not all virtual environments are created equal.

In such uncertain times, the ability to access the applications, data, and other 
business tools necessary to maintain productivity remotely has proven to be a 
critical differentiator for businesses and their employees. The simple truth is, in the 
eye of the COVID-19 storm, businesses rely on remote desktop technology to stay 
afloat. In fact, the ability to work remotely was expected to save U.S. employers 
more than $30 billion a day in lost productivity had they shut down during the 
crisis. 

 The everyday case for Virtual Workspace

While COVID-19 has highlighted the need for a mobile work environment for 
survivability, it also provides insight into the value a virtual desktop environment 
can deliver in an everyday business landscape. Prior to COVID-19, remote work 
environments were predicted to match office locations by 2025. While remote 
desktop environments were certainly on many businesses’ radars, the pandemic 
provided a forced introduction to the mobile landscape, and analysts expect this 
shift to continue post COVID-19.

This is not surprising considering the host of benefits a remote workforce can offer. 
One study revealed that remote workers were 20-25% more productive than their 
office-bound coworkers and another estimated that businesses could save, on 
average, $11,000 per telecommuter per year by offering the ability to work remotely.
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https://globalworkplaceanalytics.com/work-at-home-after-covid-19-our-forecast
https://www.blueface.com/blog/infographic-2018-bct-report-key-takeaways/
https://globalworkplaceanalytics.com/resources/costs-benefits
https://globalworkplaceanalytics.com/telecommuting-statistics
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Employees also want this flexibility—so much so that a third would take a 5% pay 
cut, a quarter would take a 10% pay cut, and 20% would take an even larger cut for 
this option. 

Clearly, the appeal and acceptance of a remote work environment is on the rise. 
While this environment offers some inherent benefits including productivity, cost 
savings and a flexibility that fosters a work-life balance, it can also introduce risk—
especially when mobile devices enter the picture. 
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Remote workers are 20% - 25% more 
productive.

- Global Workpace Analytics

https://resources.owllabs.com/state-of-remote-work/2019
https://resources.owllabs.com/state-of-remote-work/2019
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Although businesses have been managing the IT needs of remote offices, 
telecommuting and contractor workforces for years, the wide-spread acceptance 
of the bring-your-own-device (BYOD) culture has introduced new complexities and 
security risks to an already complex environment. 

Not only do employees want the ability to work remotely, they also want to be able 
to work across a variety of devices, including laptops, tablets and mobile phones. In 
our mobile world, employees regularly use two or more devices across a limitless 
number of locations. Many businesses also support this multi-device initiative as 
87% of businesses expect their employees to use their personal devices to work. 
While these devices provide a tremendous level of efficiency, they also complicate 
security processes and increase the attack surface. 

With a cyberattack occurring every 39 seconds and a mere 5% of a company’s 
folders reportedly protected, security threats are a looming reality. As businesses 
continue to rely on mobile devices to perform work responsibilities, this risk 
continues to escalate as these devices are responsible for nearly a third of data 
breaches. This makes the need for a secure, virtual desktop environment more 
essential than ever. 

However, securing the business environment is a significant challenge for IT. In 
a BYOD culture, managing the influx of mobile devices is time-consuming and 
complex, especially since IT has little control over how many of these devices are 
deployed, used and secured. The reality is, 36% of businesses fail to adequately 
secure mobile devices.

With the average cost of a data breach identified at $3.92 million, inadequately 
secured businesses have a lot to lose.  

To support the anywhere, anytime, on-any-device desktop work climate—while also 
providing the critical security needed to protect the organization—businesses are 
turning to Virtual Workspace solutions. These highly secure virtual environments 
can deliver mobile access to the desktop environment across any device to 
enhance productivity and effectively minimize exposure. 
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https://go.forrester.com/blogs/12-02-22-employees_use_multiple_gadgets_for_work_and_choose_much_of_the_tech_themselves/
https://eng.umd.edu/news/story/study-hackers-attack-every-39-seconds
https://info.varonis.com/hubfs/Varonis%202019%20Global%20Data%20Risk%20Report.pdf
https://info.varonis.com/hubfs/Varonis%202019%20Global%20Data%20Risk%20Report.pdf
https://enterprise.verizon.com/resources/reports/mobile-security-index/#report
https://enterprise.verizon.com/resources/reports/mobile-security-index/#report
https://blog.checkpoint.com/wp-content/uploads/2017/04/Dimensional_Enterprise-Mobile-Security-Survey.pdf
https://blog.checkpoint.com/wp-content/uploads/2017/04/Dimensional_Enterprise-Mobile-Security-Survey.pdf
https://www.ibm.com/security/data-breach
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Virtual Workspace meets the needs of an increasingly mobile workforce by utilizing 
virtual desktop infrastructures such as those enabled by Citrix, VMware and 
Microsoft. These infrastructures virtualize the desktop environment in a way that is 
secure across every endpoint—including personal devices—while controlling costs 
and streamlining IT responsibilities. 

Virtual Workspace also scales to accommodate increasing capacity as more users 
work remotely. This was crucial during the COVID-19 crisis as remote access to the 
enterprise environment instantly skyrocketed, but it is also essential on a business-
as-usual scale. The flexibility Virtual Workspace offers allows organizations to 
quickly add and support new users—whether onsite or remote—while effectively 
managing and controlling access to applications, data and the corporate 
environment. 

Virtual Workspace also bridges the gap between productivity and security, 
providing a high-quality user experience, even over long distances. Regardless 
of the device it is accessed over, the environment mirrors the look, feel and 
performance of the onsite work environment, providing access to legacy features 
and delivering an ease of use that enriches efficiency.

This enables workforces to seamlessly move between on-premise and remote 
locations, ensuring all necessary tools are available to securely promote 
flexibility and support collaboration. Users achieve the same level of security and 
performance available from within the office regardless of their location or the 
device being used.

Centralized management promotes visibility and efficiency

With Virtual Workspace, IT virtualizes the desktop, moving applications and 
compute from individual workstations to a centralized server located on-premise, in 
the cloud or in a data center. This provides IT with improved control of and visibility 
into the desktop environment to enhance workforce efficiency and better mitigate 
threats. 
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To optimize the desktop environment, IT must understand how individuals and 
user groups across the organization consume technology. By breaking down user 
roles to assess what applications and data various groups require to effectively 
perform their jobs, IT can create a virtual image of the desktop environment that 
provides users with only the applications they need. By doing this, IT organizes 
and simplifies the desktop. This eliminates potential distractions that may exist 
in a traditional desktop environment where employees can download rogue 
applications that clutter the desktop, take up memory, and expand the attack plain. 

Enhanced security from a unified location 

The centralized environment also improves security posture by allowing IT to create 
overarching security policies that control access based on user roles.  

With improved visibility into the environment, IT can also ward off threats and 
quickly react to an attack by updating, changing, blocking or fixing an exploit 
from a single location. In a traditional desktop environment, IT may not discover 
a malware attack or virus until it is too late. This unified management perspective 
better protects the environment to support compliance obligations.  

Conditional access can also be used to authenticate users and lock down data 
and applications based on any number of controls, including unique devices, time 
of day and day of the week. It can also limit capabilities by restricting visitors or 
employees from downloading data, disabling screenshot capabilities, or prohibiting 
information from being copied and pasted from the virtual desktop to the local 
desktop. In high security environments, a watermark can even be overlayed on 
the virtual desktop to identify the current user in the event screenshots or mobile 
devices are used to record on-screen data. This granular level of control allows IT to 
better govern the landscape to protect data while encouraging collaboration. This 
can be particularly relevant with contractors or during mergers and acquisitions 
when disparate workforces need to share resources.  
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Easing the IT workload

This unified platform also streamlines the IT workload. By creating and managing 
the desktop environment from a single location, IT avoids time-consuming, 
inefficient visits to individual desktops to update software, apply patches, 
troubleshoot issues, service hardware and more.  Virtual Workspace allows changes 
to be made once in the central location and then be quickly and easily pushed out 
to users across the organization. This delivers time savings to employees, too, as 
they do not have to wait idly while IT works on their desktops. This more efficient 
process reduces friction, costs, and both user and IT frustration, allowing IT to focus 
on business-enabling initiatives instead of rudimentary tasks.

Steps above the VPN connection

Virtual Workspace also supports the BYOD and remote work cultures by 
eliminating the need to secure individual endpoints. Users securely access 
the virtualized desktop via a secure connection delivered via virtual desktop 
infrastructure (VDI) providers like Citrix, VMWare or Microsoft. Regardless of the 
endpoint device being used—or its security status—access is inherently more 
secure. 

This delivers a significant advantage over a VPN connection.

Virtual Workspace supports the 
BYOD and remote work culture 
by eliminating the need to secure 
individual endpoints.
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While VPNs provide a secure path from a remote location into the corporate 
network, they rely on the security posture of the endpoint device to ensure 
this security. With VPNs, compromised endpoints can serve as gateways for 
cyberattacks to enter the enterprise. This is especially troubling as businesses 
take on more personal devices, contingent and contractor workforces, and third-
party partners. IT typically lacks control over these third-party devices, exposing a 
significant issue as third parties were responsible for 59% of U.S. data breaches.

Organizations that utilize VPN connections to access the enterprise network must 
ensure that every user device—whether personal or company-owned—is secure. 
This is a near impossibility for IT as it requires not only cataloguing every device 
of every employee, partner and contractor who may access the network, but it 
also requires IT to manage software updates and virus scans across each of these 
devices. While this is incredibly time consuming in an office environment, in a 
remote work environment, just gaining access to these devices is a challenge. 
During COVID-19, some IT teams did not even have access to enterprise laptops, let 
alone personal devices, to perform security-enhancing updates. In this situation, 
IT had to rely on employees to perform these critical updates—at best, a risky 
situation. 

Virtual Workspace also minimizes bandwidth use to provide users with 
performance, speed and security that is consistent with the in-office experience. 
The VPN connection, on the other hand, can saturate bandwidth, especially when 
working with large graphics or CAD files, certain Line of Business applications 
like SAP, or in an environment with multiple users accessing the same system. 
These dense files can impact upload and download times, frustrating users and 
impacting productivity.
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https://info.cybergrx.com/2019-ponemon-webinar
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Improving cost efficiencies

While a mobile workforce can provide a variety of soft-cost benefits related to 
productivity, it also delivers additional fiscal savings. 
IDC reported that virtualized desktops cost an average of 71% less to buy, deploy, 
support, maintain and use per device over five years. The use of thin clients can 
contribute to this savings. These simplified computers have one job: to allow users 
to log onto the virtual workspace. Lacking the internal components of the typical 
computer, thin clients are inexpensive, more durable and have longer lifespans 
than laptops or desktops, making them an economical choice for businesses 
establishing a virtual environment. 

Thin clients also support productivity by eliminating the lengthy process of 
rebuilding users’ desktops with their personal applications. Instead, IT can quickly 
swap out failed hardware—getting users back to work in minutes rather than hours. 
Since thin clients cannot store information on a local drive, they also minimize 
security risks and the threat of theft. 
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A virtualized desktop environment 
allows businesses to leverage the 
security benefits of a centralized 
application for a more rigorous level of 
protection across multiple endpoints. 

https://www.vmware.com/content/dam/digitalmarketing/vmware/en/pdf/whitepaper/view/idc-quantifying-business-value-vmware-view-white-paper.pdf
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While Virtual Workspace has received tremendous attention for supporting the 
remote workforce, it is equally effective and beneficial for use within the office. 

The onsite team

Like their mobile counterparts, the internal office staff benefits from consistency 
of the Virtual Workspace experience. The single desktop image eliminates 
unnecessary applications that can serve as distractions, and the centralized 
control of the environment ensures employees have uninterrupted access to the 
applications and data they need to effectively perform their jobs. The resulting 
system availability and performance elevate the internal team’s productivity and 
keep them engaged with customers, coworkers and stakeholders.

The flexibility of the desktop environment further supports system availability and 
performance by allowing IT to quickly scale the environment, reconfigure images 
and introduce changes to meet evolving demands without disrupting end users. 
Virtual Workspace also better addresses cyber attacks, allowing an organization to 
quickly reboot the environment to mitigate the threat and continue work as usual.   

CAD and high-density graphics

Virtual Workspace is also an effective solution for the complex and graphic-intense 
CAD environment. These programs require intense configurations and can be 
more complicated and time-consuming to support and rebuild. Virtual Workspace’ 
centralized deployment minimizes these challenges allowing IT to manage and 
control the environment from a unified location. 

The virtualized environment provides on-demand access to the powerful software 
and high-density graphics engineers and designers need to perform their jobs. 
Virtual Workspace also improves the mobility of these unique users, allowing them 
to easily conduct off-site demos without downloading proprietary information 
and intense renderings onto their laptops. Instead, users can securely access 
applications and data via the secure VDI connection with the performance, security 
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and speed that is consistent with the in-office experience. This also bolsters the 
safety of proprietary data if a laptop is lost, stolen or damaged.  

Virtual Workspace also improves remote productivity and reduces user frustration 
by eliminating the VPN connection. Scalability is particularly essential here as 
the intense software and large files can be sensitive to network disruptions and 
multiple users working in parallel. 

Virtual Workspace may also offer a cost-savings by replacing expensive, high-end 
CAD workstations with traditional computers or thin clients. 

On the manufacturing floor

The typical manufacturing floor environment can wreak havoc on computers 
as heat and airborne particles impact performance and shorten the lifespan of 
workstations. Virtual Workspace allows companies to replace computers with less 
expensive thin clients or repurposed aging computers. This enables enterprises to 
quickly swap out failed computers to minimize the impact on productivity.

Virtual Workspace also meets the need of this landscape by offering individual user 
logons that can be used on any of the workstations on the floor. This is important as 
users move around the facility, using the workstation closest to them throughout 
the day. This also allows organizations to track employee workflow using the 
unique logon for an enriched level of security and accountability.

Again, Virtual Workspace delivers a standardized image across the manufacturing 
floor, providing only the applications the team needs to perform its job. This is 
important as the manufacturing organizations often utilize contract or union labor 
that does not have the same level of access to corporate data as other departments 
within the organization. With Virtual Workspace, IT can manage and restrict access 
as required by role. 
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Virtual Workspace can be delivered as an on-premise, cloud or hybrid solution to 
address an organization’s unique needs around costs, compliance, control and 
timeframe. Each deployment has its own advantages and can be tailored to deliver 
the necessary resources as efficiently and economically as necessary to optimize 
mobile workforce capabilities. 

On-premise.  An on-premise solution is best suited for businesses that want 
complete control over their IT environments and have the resiliency of the cloud or 
data center in there on premise hosting.. Most organizations that opt for this route 
are not ready to transition to the cloud, because they may have legacy applications 
or industry regulations that require an on-premise solution. This deployment 
tends to have a longer timeline, but cost savings can be achieved through the 
consolidation of desktop infrastructure through virtualization.

Cloud.  This turn-key solution is fully automated and can be more quickly rolled 
out as the necessary infrastructure is delivered in the cloud. This deployment is 
commonly used for organizations with seasonal workers that need to quickly spin 
up an environment with a few applications and quickly shut it down when it is no 
longer needed. While this more novel approach to a remote desktop environment 
is easier to roll out, some organizations raise concerns around visibility, control and 
compliance.

Hybrid.  A hybrid deployment features the best of both solutions and allows an 
organization to tailor the solution to its unique needs. With a heightened level 
of flexibility and customization, this deployment integrates the control and 
manageability as the on-premise solution with the flexibility of the cloud solution. 
It also lets companies manage costs more accurately and better address regulatory 
demands.   
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While Virtual Workspace offers many business-enabling benefits, devising the right 
infrastructure for your specific needs remains complex. 

Upfront planning and a keen understanding of the goals and expectations of 
the remote desktop infrastructure is necessary to devise and deliver a strategic, 
organization-focused solution that offers the secure mobility the organization 
needs to improve productivity without sacrificing security. Businesses ready to 
engage a Virtual Workspace solution need to assess their goals and expectations. 
Consider the following questions as you devise the foundation of your remote 
desktop strategy. 

How will your business benefit from a Virtual Workspace environment? Understanding 

your business and what it needs from a remote desktop solution is an essential first 

step. Security, productivity, performance and consistency are a few of the elements you 

may want to consider and prioritize. Also assess how much control your IT department 

will need over the environment. Are there regulatory obligations you must meet? 

Outlining your key needs and expectations can help you hone in on the appropriate 

deployment solution.  

For example, healthcare organizations may focus on meeting compliance obligations 

while offering practitioners the flexibility to pivot between desktops in the office, tablets 

with patients and rolling workstations in the hospital setting. A sales organization may 

be more focused on delivering remote access across multiple devices to meet various 

environmental situations. 

What applications are used across your organization?  Before you can build a virtual 

desktop infrastructure, you need to clearly define the roles within your organization and 

the business applications each role uses to effectively perform their jobs. This also entails 

understanding security authorization across the organization to ensure you provide 

appropriate access to sensitive applications and data without inviting threats or risking 

compliance. 
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Have you mapped application dependencies?  Applications are not used in a silo. Once 

you understand the necessary applications for each user group and individual user, it is 

important to understand the interdependencies of various applications. Taking the time 

to understand how various applications work together across an organization will help 

ensure access to all the necessary applications and create a more efficient, collaborative 

desktop environment.  

Are you planning a desktop refresh?  Take a forward-looking approach in analyzing 

how your organization operates. Consider if there is a better way to perform tasks or 

if different applications could provide more value. If you have been contemplating 

changes to the desktop environment, this is the time to do it.  

Devising a Virtual Workspace infrastructure that promotes productivity across 
a broad array of locations and devices, while ensuring security and compliance, 
is a complex, taxing endeavor. An experienced IT services provider like Versiant 
can help navigate the process, whether you need full support to plan, develop, 
and deploy the solution or secondary validation into the efficacy of an internally 
designed solution. 

With years of experience designing and implementing remote desktop 
infrastructures, Versiant can help your organization devise the Virtual Workspace 
solution that best fits your needs—now and into the future. Utilizing technology 
from industry leaders like Citrix, Microsoft, and VMware, Versiant creates a Virtual 
Workspace that optimizes workforce performance and productivity, while providing 
robust security. 

Versiant’s seasoned team of engineers has a deep skill set and extensive 
experience working with clients across a variety of industries. This experience 
allows it to produce reference architectures that align best practices with 
unique business requirements. It also allows Versiant to support a continuum 
of remote deployments—from the most cutting edge to time-honored legacy 
implementations.   

Versiant is committed to helping customers navigate complex IT ecosystems to 
drive value.



VERSIANT IS YOUR ANSWER TO 
THE FUTURE OF THE DESKTOP 
ENVIRONMENT 

Virtual Workspace solutions strengthens productivity 
and agility without sacrificing security. 

Want to learn more about how Virtual Workspace can 
support your business? We are here to help!

Contact us!
www.versiant.com/infrastructure-design
sales@versiant.com
(704) 831 3900


