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n Cyberattacks continue to escalate as cybercriminals become more calculated and 

intentional. According to an Accenture global survey, security breaches increased 67% 

over the last five years. To combat this aggressive activity, today’s security practices need 

to go beyond antivirus software, spam filters and pop-up blockers to introduce multi-

faceted, dynamic solutions that can be implemented across multiple layers of the business 

environment—from its physical infrastructure to its internal environment to its data. 

This is particularly important as data continues to be digitalized and businesses embrace 

mobilization and the bring-your-own-device culture. In fact, 87% of businesses expect 

their employees to use personal devices for work. With more data stored electronically and 

more endpoint devices accessing business environments, the cyber playground is ripe for 

cybercriminals.  

But all is not lost. Businesses can protect their data and IT environments from rapidly 

evolving and intensifying threats, but they need to be proactive in doing so. A multifaceted 

security strategy designed to minimize risk and exposure can be achieved at any budget 

for businesses of all sizes. This strategy must align with and address each business’ unique 

needs to appropriately manage policies and detect and quickly respond to threats that 

penetrate security barriers.

The good news is that many organizations are taking this proactive approach to security. 

The 2018 IDG Security Priorities Study reported that 74% of businesses are investing in 

security practices to implement best practices as compared to 36% who are reacting 

to an incident at their organization or 29% who are reacting to an incident at another 

organization. The bottom line is that businesses cannot afford to be complacent. 

Your security program is all that separates you from lost or exposed data, diminished 

productivity, lost revenue and a hit to your brand. It’s time for businesses to address security 

issues head on.
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Security breaches increased 67% over 
the last five years.

http://According to an Accenture global survey,
http://go.thalesesecurity.com/rs/480-LWA-970/images/2018-Data-Threat-Report-Global-Edition-ar.pdf
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Cyberthreats have evolved from random attacks from unknown sources to highly 

sophisticated, personalized invitations designed to lure users into trusting the malicious 

source. Not only have attacks become better disguised, but cybercriminals, also known as 

threat actors (TAs), have become smarter and more deliberate—from the way they ensnare 

users to the way they infect systems. TAs may even block businesses from recovering after 

an attack by corrupting unprotected backups. 

These threats exploit vulnerabilities in security practices and are able to scour files 

undetected for long periods of time.

The one constant seems to be how they breach your environment. According to the Verizon 

2018 Breach Investigations report, 92% of malware was delivered by email. Email exploits 

have evolved beyond the capabilities of traditional spam filters and antivirus software. A 

SANS Institute survey revealed that antivirus software detects less than half of cyberattacks.

While malware delivered via emails once relied on attachments with executable files or 

embedded links to release a virus or malicious code, these email threats have become more 

sophisticated and intentional, replacing random emails from unknown entities with highly 

personalized emails from legitimate-looking sources—or potentially from an email address 

you recognize. Businesses need to introduce more robust security practices to supplement 

traditional safeguards.  

Cyberthreats do not lack diversity
While email remains a concern, it’s important to note that the threats themselves can be 

extremely diverse.

Ransomware. Ransomware continues to be a dominant threat in the cyber world, with 

the average ransomware attack costing $5 million in lost revenue, downtime, productivity 

and reputation damage. This malware quietly encrypts data and then demands a ransom 

to decrypt it. Ransomware can be a lose-lose situation as even paying the ransom does 

not guarantee that your files will be returned—remember, you’re dealing with criminals.  
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It takes an estimated 191 days to 
detect a cyberattack

https://www.accenture.com/us-en/insights/security/cost-cybercrime-study
https://syntonic.com/wp-content/uploads/2016/09/Syntonic-2016-BYOD-Usage-in-the-Enterprise.pdf
https://syntonic.com/wp-content/uploads/2016/09/Syntonic-2016-BYOD-Usage-in-the-Enterprise.pdf
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Malware. Malware is an umbrella term for a variety of malicious software. Traditionally, 

malware has been file-based, introducing threats through a downloadable file or an 

embedded link. Today, fileless malware has dominated the cyberattack scene with a 

Ponemon Institute study attributing 77% of compromised attacks in 2017 to it. This malware 

exploits existing weaknesses within an organization using software that is already installed 

on the computer to remotely execute malicious code, and is reportedly 10x more successful 

than file-based malware.

Phishing. According to the 2021 Verizon Data Breach Investigations Report, 93% of data 

breaches involved phishing. This threat masquerades as a legitimate website, email or web 

ad to entice users to provide passwords, credit card information or other personal details.  

Viruses. A computer virus is designed to infect a computer by replacing the system’s native 

software code with its own malicious code and replicating that code across the computers 

in the network. 

Tailgating. Users should also be wary of face-to-face threats. With tailgating, an 

unauthorized person accesses a restricted area by closely following an authorized user 

into a building or asking them to hold a secured door open for them. Using someone else’s 

computer to access restricted information is another example of tailgating.  

The take-away here is that there are lots of variations of threats—this list is far from all-

inclusive—and more continue to be introduced. While businesses may not be able to 

predict the next generation of threats, they must be prepared for hackers by proactively 

implementing a security program to eliminate vulnerabilities, create backups, detect 

threats early and have a plan to mitigate issues as they arise. Your business can’t afford 

to take these risks lightly—your customers depend on you to take the necessary steps to 

secure their data and deliver the required services. The good news is a robust security plan 

is achievable, but preemptive planning is paramount.
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92% of malware

https://www.csoonline.com/article/3253572/what-is-cryptojacking-how-to-prevent-detect-and-recover-from-it.html
https://enterprise.verizon.com/resources/reports/2021/2021-data-breach-investigations-report.pdf
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While it would be ideal to secure all your data with the same intensity, that’s not realistic—or 

likely in your budget. While most businesses know they need a security plan, getting started 

can be challenging. A security framework can help make decisions that minimize risk and 

meet your specific needs. This should begin with taking stock of your business including 

your business requirements, critical assets, compliance obligations and vulnerabilities so 

you can address them and develop a comprehensive strategy. You don’t need to spend a 

fortune to be secure; you just need to know what to protect and the best way to do it.

Know your business
In order to understand your security needs, you must understand your business and what 

you need to protect. Take inventory of who you are, what you do and what’s important 

to the business and your customers. Ask yourself what data and applications your 

business could not continue without and where that information resides. For a healthcare 

provider, the answer is likely digitized patient records, which have become popular 

targets for cyberattacks. Breaches of this sensitive information can carry exorbitant non-

compliance fees that pose a significant fiscal burden to the organization. Once you know 

what information is critical, value rank these assets so you can secure the most essential 

information first and other information as your budget allows. 

It’s also important to take stock of your existing security posture and project where it 

needs to be. By identify gaps and areas that need attention, you can implement the right 

technologies to reinforce those weaknesses first. 

Compliance considerations. Most industries, like healthcare, have some regulatory element 

to which they must adhere. According to Thales’ 2018 Data Threat Report, 74% of U.S. 

respondents believe that meeting compliance expectations is a ‘very effective’ or ‘extremely 

effective’ way to protect data. However, meeting these obligations is generally a minimum 

security requirement that lulls too many companies into a false sense of security. A robust 

security program goes above and beyond regulatory demands.
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Cyber Insurance. Some companies are turning to cyber insurance to protect their 

businesses from the financial impact of a data breach. This insurance covers liabilities 

including legal fees and other expenses incurred in recovering from a breach, such as 

notifying clients about an incident, recovering exposed data, restoring customer identities 

and more. Not surprisingly, the cyber insurance market has swelled with the prevalence of 

data breaches, growing from $4.2 billion in 2017 to an expected $22.8 billion by 2024. 

Protecting the data at the heart of your business
Once you determine what information is most critical, documenting where that data 

resides and how it is accessed can help you build a business continuity/disaster recovery 

plan, which is an essential component of a comprehensive security strategy. This step is also 

important in identifying work behaviors and defining how, when and by whom your data is 

accessed. 

Some data may only be accessed by a single business unit or only during certain 

timeframes. For example, your human resources department may only utilizes specific 

servers, and only during normal working hours. Any activity that is identified outside of 

this timeframe would alert IT to suspicious behavior. Artificial intelligence (AI) is useful 

in logging these anomalies, but ultimately your SOC or IT team will be responsible for 

inspecting this traffic to determine if it’s a viable threat. Knowing these work habits can 

help identify potential breaches. 

Also, understanding if data can be accessed remotely or through a mobile device, and if this 

information can be downloaded to endpoint devices, will help shape your security program.

Devising a manage-detect-respond strategy
Equipped with a solid understanding of your business and data requirements, you can 

begin to build your plan. A manage-detect-respond (MDR) security model manages threats 

across multiple stages of an attack, allowing you to set and manage policies to prevent 

attacks and also detect threats that make it past your barriers so you can quickly respond to 

a scenario.  

Manage. To best prevent a breach, implement controls and policies that support your 

business culture and resources. This information can be extracted from the information you 
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attained analyzing your business needs. Policies and controls can be crafted around how 

and when data is accessed, by whom and more. 

Detect. When managing cybersecurity threats, early detection can minimize the damage 

a threat inflicts on your business. Again, knowing your internal infrastructure and user 

behaviors plays a key role in detecting devious behaviors. Inspecting internal traffic and 

mapping how and when information is accessed provides valuable insight into work 

processes and accessibility that can help determine if someone is inside your environment 

or if data is being removed or tampered with. Your security plan should address how to 

monitor these behaviors. 

Respond. Your response should detail the steps you’ll take to remediate a breach or 

suspicious activity. Whether your response is reimaging a machine, rebuilding a system 

from a backup or any other task, your team will be able to react quickly to remediate the 

situation. Credit card companies do this as a regular practice. By analyzing cardholder 

buying habits, they can detect suspicious activity and restrict card use until the cardholder 

verifies the activity.  
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Today, a multi-layered approach to security provides the best opportunity to stop an attack 

with the least amount of damage to your business. Think of your business as an onion with 

many layers surrounding the center, which is your data. These layers are the functional 

domains of your IT infrastructure, and include your physical space, edge surface, internal 

environment and data. Each of these layers should be protected using an MDR approach to 

provide multiple opportunities to prevent an attack. 

When planning your solution look at each layer from both a technology and a social lens 

to ensure you have not only the appropriate policies, controls and technology in place, 

but that your people understand their responsibilities around remediation, next steps, 

communication and more.   

Traditional security programs continue to offer value
Traditional security measures such as firewalls, antivirus software, patches and spam filters 

have become a minimum expectation for every business’ security strategy. In addition 

to these measures, general IT practices such as updating software, uninstalling unused 

applications and educating employees are crucial.

Businesses should leverage best security practices to create a web of protections across 

their functional domains. This multi-faceted, holistic approach to fortifying the environment, 

ensures that if an unauthorized individual gets past the security of one domain, the 

protections embedded in other layers provide additional security. A zero-trust policy across 

all layers is also effective as it requires all users—regardless of role or rank—to show their 

credentials each time they attempt to access a restricted environment.   
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Physical security
While sometimes overlooked in a day and age of digitalization, physical security remains the 

first line of defense in your security matrix. Unauthorized access into a corporate office, data 

center or other building provides intruders with the opportunity to steal hardware, access 

unprotected switch ports, remove information on a thumb drive and more. Traditionally, 

physical security has been addressed by building walls and installing electric fences to keep 

people out. While this perimeter defense is certainly important, physical security should go 

beyond this to include:  

Locked entry points. Access to buildings and restricted areas like cages should be locked to 

prohibit unauthorized personnel.  

24/7 security personnel. On-site security should be available around-the-clock to man 

checkpoints, patrol the facility, monitor surveillance and address security issues or alarms.

Surveillance cameras. Video surveillance should be used to monitor internal and external 

entry points and secured areas throughout the facility.

Access lists. Access lists should be used to ensure only authorized personnel can enter 

secured locations. Equally important to creating this list is keeping it updated.  

Multi-factor authentication. Two or more credentials should be shown at each access 

point. Best practices dictate utilizing something you have (a badge), something you know (a 

password) and something you are (a fingerprint) to solidify security. 

Biometrics. Biometric technology is used to satisfy the “something you are” authentication 

by using a physical trait such as retina scan or fingerprint to grant access to restricted area. 

End-of-employment protocols. Access privileges should be revoked when employees or 

contractors leave the organization. Keys and badges should be confiscated, names should 

be removed from access lists and biometrics should be deleted from the system.

Having these controls in place can help you manage and track who accesses your facilities 

and when. For businesses that cannot provide this level of physical security, a colocation 

provider can be a viable option.  
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Edge Security
Your next layer of security resides at the edge of your IT environment, and addresses the 

devices that access your environment—an important consideration as mobility inundates 

the business landscape.    

Mobility in the Workplace. The dramatic uptick in mobile devices in the workplace 

has introduced new, complex threats into the IT environment as each represents a 

potential entry point for an attack. To protect your environment from this influx of mobile 

endpoints—each accessing your data from the office, their homes, or anywhere on the 

road—you need security practices that put controls in place so only recognized and 

approved devices have access. 

Endpoint detection and response platforms. An endpoint detection and response solution 

can help businesses continuously monitor the activity on endpoint devices and networks. 

Information is logged in a centralized database and analyzed to improve detection and 

response capabilities.

Mobile device management and mobile application management can also help. These 

management solutions protect your edge environment by ensuring only recognized and 

approved users can access networks and upload sensitive information to a mobile device.  

Mobile device management (MDM).  MDM software allows you to develop and enforce 

policies on mobile endpoint devices, such as smart phones and tablets, and to monitor 

network access and control the sharing of data. With controls around authorized users 

and devices, the system can block and alert you to unauthorized devices that are trying to 

access your network. This creates a heightened level of awareness and can mitigate issues 

before they penetrate your environment. 

Administrative capabilities such as remote wipe can also be applied. However, MDM lacks 

the flexibility to separate personal and business information, so any controls placed on the 

device impact all applications, regardless of their use. While this approach works for mobile 

devices used strictly for business, most mobile devices are now used for dual purposes, with 

87% of companies expecting their employees to use personal devices for work.
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a more granular level of control by administering policies at the application level. MAM 

enables businesses to distinguish between personal and business applications while 

offering the same capabilities and securities as MDM. By allowing IT to implement policies 

on specific applications, personal information can be segregated from business content 

to control only the applications that access corporate information. Even with features like 

remote wipe, IT can erase only business-facing content.  

Internal security
Just as businesses build walls around their facilities, you can build “walls” around your 

network. Internal security is your last line of defense before a TA (Threat Actor) reaches 

your data. Like other business domains, your internal layer needs detection analytics that 

recognize unusual behavior patterns. Threat management software can help you do this. 

By looking for anomalies and suspicious behaviors around how and when users access 

and consume data, threat management provides insight into work patterns that can help 

identify potentially threatening activity. When an adverse behavior is detected, an alert is 

generated notifying an administrator of the potentially threatening activity. These alerts 

are delivered to your SOC or security personnel to determine the viability of the threat. 

Organizations can also restrict the use of specific applications within their environments 

based on job requirements or any other attribute. 

Any threat management system should address both north-south traffic (information that 

travels within the confines of your business) and east-west traffic (information that flows 

between your business and external environments. 

87% of companies expect employees 
to use personal devices for work
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Firewalls. Firewalls monitor the traffic entering and exiting a private network, either 

granting or denying access based on defined security policies. While firewalls have been, 

and continue to be, a strong and necessary barrier, it should be supplemented with other 

supports.

Intrusion detection/prevention systems. As the name suggests, these solutions monitor 

network traffic to identify and block unauthorized activity using system anomalies, malware 

signatures and more to safeguard environments.

While firewalls and IDPS should be integral pieces of your security model, they are far 

from the end of the security conversation. Users are now hosting networks in hyperscale 

environments, on-premise and collocated data centers, and public and private clouds. Add 

to this multitude of environments, the use of remote offices; IoT; collaboration tools such 

as Office 365, Salesforce and Dropbox; and, of course, the myriad of mobile devices. This 

combines to exponentially expand the attack surface. 

Multi-factor authentication. Just as multi-factor authentication secured your physical 

infrastructure, it can provide the same benefits to your internal security. Setting multiple 

protocols for logging into a system, email or individual applications better protects your 

assets and supports a zero-trust policy. This includes setting passwords and pins, storing 

personal login questions and sending authorization codes to a registered secondary device 

before providing access.
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If a TA penetrates all your other levels of security, they’ve now reached your data, and 

without sufficient protection at this layer, your data may now be exposed. However, there 

are safeguards that can be placed on your data as well. 

Encryption. The most common way to protect critical data is encryption, which encodes 

data so only users with the appropriate privileges can read it. This protection allows 

administrators to manage the metadata attached to the information to set polices and 

monitor access without seeing the actual content to ensure confidentiality. Encryption can 

be used for stored data or for data that is traveling across the internet or a network. These 

forms of data are called data at rest and data in transit—and both should be encrypted.

 

Data at rest. Data at rest refers to inactive data that is infrequently accessed or 

altered. This may include archived data, databases and other stored data. Data at 

rest can be protected by encrypting it before it is stored.   

Data in transit. Data in transit is data that is actively moving from one location 

to another across either a public or private network. In-flight data should also be 

encrypted to ensure its safety. In addition, the platforms it travels across should be 

encrypted. This mobility makes cryptographic safeguards such as TLS, HTTPS and 

SSL all the more essential as they ensure data integrity across email, web browsing, 

file transfers, remote desktop sessions, voice over IP platforms and more.

For businesses that cannot manage encryption on their own, encryption as a service 

provides a subscription-based model to protect data. 

Data loss prevention (DLP). The escalating number of mobile devices and remote locations 

increases the amount of in-transit data, putting more of your data at risk for being 

intercepted. A DLP plan identifies sensitive data, outlines access protocols and tracks usage 

to minimize data exposure.  

Identity and access management (IAM). IAM controls access privileges for a network of 

users. By assigning each user a unique digital identity, IAM ensures specific assets can only 

be access by specific users.
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Not having the budget for a security program is never an excuse for putting this critical 

need to the wayside. A security strategy can be devised for any size business, on any 

budget. One key intervention is educating your employees on secure best practices. This 

can be outsourced or done inhouse. 

Bolster your social game
Lack of cybersecurity training, weak passwords, and poor user practices continue to rank 

among the top employee-based security concerns for businesses, making educating your 

staff a powerful, low-cost initiative. Social engineering scams that exploit employee naivety 

are on the rise. A social awareness campaign can enlighten your employees to the various 

threats and minimize the success of threats. To do this, businesses should provide regular 

cybersecurity training so employees learn to recognize suspicious emails, websites and 

other threats. They also need to know how to react to a threat.

Some simple steps your employees can undertake immediately include:

- Do not open emails from unknown senders 

- Avoid downloading files from unknown senders 

- Create a strong password with upper and lowercase letters, numbers and symbols

- Change your password regularly

- Never allow someone to use your computer

- Avoid clicking on random pop-up ads and banners

As threats continue to evolve, continue to educate your employees on the most current 

threats and appropriate responses so they have a better chance of recognizing potential 

threats. It’s important for your employees to understand that security is everyone’s 

responsibility. 
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As more attacks make headlines and more compliance regulations are established, 

businesses are jumping on the security bandwagon. However, despite this investment in 

security, many businesses are not sure their environments are more secure or if they’re 

making the right security decisions. According to a survey by The National Association of 

Corporate Directors, 40% of directors and executives were not confident in the strength of 

their cybersecurity plan.

Guidelines need to be developed and documented in advance to help your employees 

address security issues and understand their roles and responsibilities.  

No security plan is complete—or assured effective—without testing and measuring its 

success. While many businesses do their due diligence in devising and implementing a 

security strategy, they fall short here. Just having a plan is not enough. It may even provide 

a false sense of security. Testing your security solution, and then measuring its success, is 

the most effective way to achieve true confidence in your security program. Remember, TAs 

are always on the move, improving and evolving the threats. Your job is to prepare a security 

strategy that can effectively identify, block and respond to these dynamic threats. Testing it 

at least yearly will ensure it remains effective.

There are a number of ways to assess your security plan and each can provide a renewed 

level of comfort and valuable insight into the success and shortcomings of your security 

program. 
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Just having a plan is not enough. 
Regularly testing your plan is essential

https://www.techrepublic.com/article/report-fileless-malware-attacks-10x-more-likely-to-infect-your-machine-than-others/
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s Coordinated phishing campaign. A planned phishing campaign provides an opportunity 

to test your security policies as well as your employees. By sending out an email and 

seeing how many employees click on it, you can gain insight into what controls need to be 

established or tightened and what further education your employees need.  

Penetration testing. Penetration testing involves ethically hacking both your external and 

internal networks to test the strength of your security program and identify vulnerabilities 

that a TA could exploit. An external penetration test searches for vulnerabilities in the 

external environment that can be used to access the internal network. These weaknesses 

may be in email systems, websites, collaboration tools and more. The internal penetration 

test provides insight into what information can be accessed within the network. Penetration 

tests provide valuable insight into weaknesses within an environment and its security 

controls.  

Security assessments. Conduct assessments to confirm the compliance of all known 

devices. Ensure you understand how your users are accessing your network, applications 

and data, and that each entry point is secure.  

Detecting anomalies. Review the alerts your SOC receives to assess if behavior analysis 

tools are working as intended to detect anomalies, viruses and other unauthorized attempts 

to access your environment. Determine how these issues are being addressed and rectified, 

and if your response team and employees-at-large understand their responsibilities. 

While regular health checks can discover flaws in the security program, it can also validate 

its success. To support the validity of your security program these tests should be conducted 

at least yearly and a scorecard can be used to track your successes and breakdowns in your 

program over time, allowing you to document and improve your overall security posture.   
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t Many businesses find that they don’t have the internal resources or the budget to address 

their security needs on their own. A third-party provider can offer this support—from 

devising your security practice to conducting tests and audits, and everything in between. 

Versiant is an IT services provider focused on providing innovative IT solutions that drive 

efficiencies and value. Our team of security experts are poised to help you devise and deliver 

an appropriate security strategy to best protect the critical elements of your business. We 

partner with you to learn your business—from your requirements to your vulnerabilities—so 

we can help you achieve a dynamic security strategy that fits your needs and your budget.



IF THE SECURITY OF YOUR 
BUSINESS IS ON YOUR MIND, 
WE’RE HERE TO HELP. 

Contact us at
(704) 831 3900
sales@versiant.com
versiant.com/csaas


